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Decision/action requested

This paper discusses the issue of current SUPI privacy mechanism and proposes a solution that visited network can control the using of null-scheme.
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Discussion

Last meeting, it was interim agreed that SUPI cannot be sent over the air in clear text, and current solution for visited network knowing SUPI is that visited network gets SUPI from home network. But in some cases or some time the trust in home network may not be so strong, and visited network wish to verify the SUPI, so hash of SUPI received from UE can be used for this purpose.
Observation 1: SUPI sent by home network may not be trusted very strong in some time.

If the home network is not always trusted by visited network, then visited network cannot trust anything received from home network and UE without verification. Following is a way for home network tricks visited network.
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Home network can provision a scheme to a specific UE, which contains some hidden information in the scheme-out. The hidden information can be a fake SUPI (cannot be used to find a subscriber). After home network receives the SUCI, home network can determine that this is the specific one, then home network can send the fake SUPI and the Hash of fake SUPI (even can be all 0 to pretend a malfunction) to the visited network. UE also uses the fake SUPI to calculate the hash, then visited network is tricked with a fake SUPI.
In LTE, although home network can assigned multiple IMSIs and corresponding subscriptions to a UE, and UE can use all these IMSIs for initial registration, all these IMSIs are held by the same UE and any other UE does not hold any of these IMSIs, just like a person has a unique name and lots of unique nick name, corresponding multiple roles. Home network of LTE cannot trick visited network with an IMSI using by an UE while also held by other UE, visited network can still be able to find out relations among these IMSIs by analysis, e.g. using correlation method.
While in 5G, the fake SUPI is held by no one (can be treat as a temporary nick name) or any one (personation). It will be worse that home network and UE use fake SUPI that actually held by some other UE, in this case, visited network considers it is serving a user that it has served and will serve elsewhere, visited network may not be able to analyse anything out or may even be misled.

Observation 2: Home network can easily trick visited network using current SUPI privacy mechanism, e.g. with a fake SUPI held by other UE has been served and will be served by the visited network, which can confuse even mislead visited network.

Obviously, home network can trick visited network because UE can send something not understood by visited network. As the scheme for calculating SUCI is not a standard part, and only known by UE and home network, so, it is very easy to design a way based on the transparent part of the SUCI for home network to trick the visited network. If in some time visited network needs a 100% guarantee on the SUPI of the served UE, SUCI calculated using non null-scheme cannot be passed transparently via the visited network to the home network. Standardization on SUCI is not acceptable, visited network shall be able to request SUCI calculated using null-scheme from the UE and in order to identify the request from fake visited network, UE shall be able to verify the request.
Proposal 1: Visited network shall be able to control the UE to use null-scheme, and UE shall be able to verify the control.
ECIES public key scheme

Following figure shows a way for visited network control of null-scheme when ECIES public key scheme is used:
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As visited network cannot be able to know whether the public key of UE has special meaning, public key of UE cannot be delivered to home. SEAF strips off public key index (shall not be too large to hide something, e.g. 8bit long) of home from the SUCI, and sends 5G-AIR with the public key of SEAF (only used for verification) and an indication of requesting UE using null-scheme to the home network. Home network cannot know anything about the UE. Home network generates the DH shared key based on the private key of home and the public key of SEAF, as well as derives a session key (SK) from the DH shared key. Home network calculates HASHind based on the indication and the SK. Home network sends 5G-AIA with the HASHind. SEAF also generates SK and uses the SK and the indication to verify the HASHind to make sure it is a pure hash value, not possible to have other special meaning. SEAF sends Registration Reject with the HASHind and the private key of SEAF (only used for verification) to the UE. UE generates the DH shared key and derives SK from the DH shared key, as well as uses the SK and the indication to verify the HASHind. UE sends an Initial Registration Request again to the SEAF, which includes the SUCI calculated using null-scheme.
RSA public key scheme:
Following figure shows a way for visited network control of null-scheme when RSA public key scheme is used:
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SEAF strips off public key index (shall not be too large to hide something, e.g. 8bit long) of home from the SUCI, and sends 5G-AIR with the key index and an indication of requesting UE using null-scheme to the home network. Home network cannot know anything about the UE. Home network uses private key and the indication to generate signature. Home network sends 5G-AIA with the public key of home and the signature. SEAF uses the public key of home to verify the signature to make sure it is a pure signature value, not possible to have other special meaning. SEAF sends Registration Reject with the indication and the signature to the UE. UE uses public key of home and the indication to verify the signature. If verification is success, UE sends an Initial Registration Request again to the SEAF, which includes the SUCI calculated using null-scheme.

Proposal 2: Public key index of home shall be standardized in SUCI format, and the public key index shall not be too long to be able to hide something.

Proposal 3: Private Key of home shall be used to generate signature sent to UE, which can be verified using public key of home.
Proposal 4: SEAF shall only send public key index of home in the SUCI for asking signature from home network, and shall be able to verify the signature received from home.

4
Conclusion
Observation 1: SUPI sent by home network may not be trusted very strong in some time.

Observation 2: Home network can easily trick visited network using current SUPI privacy mechanism, e.g. with a fake SUPI held by other UE has been served and will be served by the visited network, which can confuse even mislead visited network.

Proposal 1: Visited network shall be able to control the UE to use null-scheme, and UE shall be able to verify the control.
Proposal 2: Public key index of home shall be standardized in SUCI format, and the public key index shall not be too long to be able to hide something.

Proposal 3: Private Key of home shall be used to generate signature sent to UE, which can be verified using public key of home.
Proposal 4: SEAF shall only send public key index of home in the SUCI for asking signature from home network, and shall be able to verify the signature received from home.
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